
 

 
 
 
 
 
 
 
-----------------------------------------------------------------X 
In the Matter of a Privacy Complaint 
                  Review and  
filed against        Determination of the  
    Chief Privacy Officer 
Croton Harmon Union Free School District 
-----------------------------------------------------------------X 
 

On July 17, 2024, the New York State Education Department’s (“NYSED”) 
Privacy Office received a complaint from a parent (“Complainant”) of children 
(“students”) who attend the Croton Harmon Union Free School District (the 
“district”).  Complainant asserts that the district posted pictures of the students on 
Instagram, Facebook, and X (Twitter) without Complainant’s consent in violation of 
the Family Educational Rights Privacy Act (“FERPA”)1 and/or New York State 
Education Law § 2-d.  Complainant also states that the board of education agreed to 
have the posts taken down but, as of July 17, 2024, had not done so. 

 
 In response to the complaint, on July 23, 2024
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The district further contends that it does not consider photographs to be 
confidential information because it has designated photographs to be directory 
information.  Additionally, while parents, guardians, and eligible students may opt 
out of the designation of photographs as directory information, the district has no 
record of an opt-
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institution attended.5 Educational agencies have the discretion to decide what is 
directory information.  While not required to do so, most educational agencies have a 
directory information list and policy for purposes such as honor rolls, student athlete 
information, playbills, yearbooks, and concert programs. Additionally, to maintain a 
directory information policy, FERPA requires educational agencies to annually notify 
the public of the policy and allow parents, guardians, and eligible students to opt out 
of designating all or some types of information about their child or themselves as 
directory information.   
 

In this matter, the district maintains a policy entitled Notice of Rights Under 
FERPA,6 which includes a list of information the district has designated directory 
information; an “Objection to Release of Directory Information Designations” opt-out 
form, and a “Withholding of Consent for Student to Appear in School District Media 
Releases and Media” form on its website under the heading Data Privacy and 
Security.7 
 

Complainant admits that he did not submit a Directory Information Opt-Out 
form or a Withholding of Consent for Student to Appear in School District Media 
Releases and Media form to the district on behalf of the students for the 2023-2024 
school year.  Therefore, I cannot find that an unauthorized disclosure or release of 
student data occurred in violation of FERPA or Education Law § 2-d.   

 
However, the district must ensure that parents, guardians, and eligible 

students are annually notified of their rights under FERPA and of the district’s 
directory information designations.  A passing reference to additional information on 
the district’s website is insufficient. Parents and guardians have the right to opt-out 
of sharing this information.  Districts are responsible for ensuring that parents, 
guardians, and eligible students understand how they can opt-out of sharing 
directory information and/or participating in social media.   

 
  The district states that it is in the process of preparing a new “Use of Social 

Media in Instruction and Official Communications” policy to address issues of 
publicly sharing student photos and information. I encourage the district to solicit 
parental input as it develops this new policy, especially from parents and guardians 
who 
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 Finally, the district must work with Complainant to remove any student 
photographs or information that continue to remain on the district’s social media 
accounts.  

 
 
 
 
Date: September 12, 2024 

_______________________________ 
Louise DeCandia, Esq. 
Chief Privacy Officer 
New York State Education Department 
89 Washington Avenue 
Albany, NY 12234 
 
 
 


